Fermat’sLittle T heorem

PIf pisprime and ais an integer with gcd(a, p) =1,
then a®~* /1 (mod p)
<Forexanple: 4 /1 (mod 17)
<And: 99/ 1 (mod 17)
<And: 1684187324 / 1 (mod 17)
<But: 34/ 0 (mod 17)
<How about: 7887%° (mod 17) ?

Some Modular Arithmetic Rules

PIfa/band c/ d(mod m),then:
<a+c/ b+ d(mod m)
<alc/b! d(modm)
<a / bd (mod m)

PWecan iteratethe multiplication property on the
singlecongruence a / b (mod m) to obtain:
< a?/ b?(mod m)
<a®/ b*(mod m)
<a*/ b*(mod m)
<..
<a"/ b"(mod m)

UsngModular Arithmetic Rules

PWhat it all means for us:
< Whenwewish to evduae some expression (mod m),
we canrelace quantitiesthat are being
— added,
— subtracted,
— multiplied or
— raised to a power
< by any ather quantity which isinthe same congruence
class, and the result will bethe same
<However, we cannot change exponents in thisfashion
without chang ngthe value of the expression
Evaluate: (5762 x 2874 + 123874") (mod 5)

/ (2 x 4 + 4 ) (modb)
/7 ( 8 + 6 ) (mod 5)

But Exporentsare Different

P How wouldwe compute 7887 (mod 17) ?

<Thebase, 7887, wecan replace with 7887 (mod 17),
whichis 16, because

<7887/ 16 (mod 17) 6 7887%° / 16°% (mod 17)

P Butw e cannot similarly reduce the exponent
(mod 17); we have nosuch rule. Infact, doing so
would give us thewrong answer!

P ButFermat's Little Theorem gives us aslick way
todo it:

<FLT tels usthat 16 / 1 (mod 17)

<Thus (16%)% /7 1 (mod 17) for any positive integer k

<995=62x16+ 3. Sol’'ll write 16°° as 16 5%¢*3 which
is 16 216 x16° /1 x16% which is jugt 16 (mod 17).




RSA Encryption

P Alicewishes to be ableto receive secure
messages from Everybody

<Aliceobtains akey, K, and adecoder, D
<Alicepublishes her key, K, for Every body to see
< But she keeps D secret

< Every body can use Kto encodethe message
<Only Alice can decode the message, using D

A Sample Usage of this Method

PPaulw ants to purchase a book from Amazon.com

< He goesto the Amazon.com site, selects a book, and
then goes tothe secure " check out" page

< Amazon.comsends its public key, K,to Paul’s browser

< Paul enters his personal informaion, and clicks "send"

< Paul’scomputer encrypts the information using K, and
only A mazon.com can decrypt it

Another Sample Usage of RSA

P Mary wants to download her bank information

< Shegoestothebank site, which sends her its public
key K

<Thecomputer generates arandom key R

<Thecomputer encrypts Rusing K, and sends it tothe
bank

<Thebank decrypts the messageto obtain R

<Now only M ary and the bank know the key, and they
canuse it to securely send messages back and forth

The Mathemat ics of RSA

PFermat’sLittle Theorem:
< Forprime and rdatively primeto, wehave a1 /1
(mod p)

P The Euler N-fundion:
< For any positive integer denotesthe number of positive
integerslessthan or equal to nwhich arerelaively
primeto n




T he Mathematics of RSA

P Euler’s Generalization:
<Forarny aand n, relaively primeto each ather, a\™ /1
(mod n)
P Fads:
<Foraprime p, N(p)=p-1
<Forprimes pand g, N(pq) = (p-1)(q-1)

P Theorem:

<Forany aand n,relaively primeto each aher, there
existsa bsuchthat ab/ 1 (mod n)

The Mathemat ics of RSA

PBuildingthe publicand privatekeys:

<Findtwo large primes pand g, and let n= pq

< Select apublic key, K, relaively primeto (p—1)(g—-1)

<Findaprivaae Dsuchtha KD /1 (mod (p—1)(g-1))

< Select aportion M of the messagewith fewer than
log,(n) bits, so that M can bethough of as a number less
than n

<Misencrypted by conputing MK (mod n)

<isdecrypted by raisingittothe Dth power

< Iterateuntil the whole message is securely sent




