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Summary

Sensitivity of clinical data and strict rules regarding data sharing have caused privacy
and security to be critical requirements for using patient profiles in distributed healthcare
environments. The amalgamation of new information technology with traditional

Douglas Down § healthcare workflows for sharing patient profiles has made the whole system vulnerable
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3 specification to satisfy the required privacy and security requirements. In this research
I 3 we present a novel access control model based on a framework designed for data and
§ service interoperability in the healthcare domain. The proposed model for customizable
= access control captures the dynamic behavior of the user and determines access rights
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niversity * CASCON engine components to provide the user's privilege to access a resource. A simulation
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Proposed Access Control Model

User Behavior

User Behavior is defined as a sequence of actions,
where each action represents a collection of user’s attributes.

= An action performed by user can be defined using the following attribute tuple:
<Person,
Role,
Location of User,
Location of Server,
Time of Day,
Team,
Delegation,
Requested Profile Status,
Service Invocation Type,
Requested Data Type,
Login/out>
= We define two types of behavior:
= Time- gan behavior: recording the sequence of actions performed during a
specified time (last five hours, during a day, a month, etc.)

= Snapshot behavior: recording the attributes of the same action in consecutive days 7

Behavior Based Access Control

= Make access control decision based on:
= a single action tuple
= the comparison of common behavior and daily behavior

1s the behavior which is recorded
day

Proposed Access Control Model

= Formal definitions
= Action: ACSUXRXC XTXDXRCXResXOPXDT XL

= Behavior: B:U —s 24

= Access Request: AR S U XreqPermX B(u) X A

= Access Control Policy: ACP < Subject X P X Constraint
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= Make access control decision

Implementation tools:
= Java — Eclipse — MySql — Protégé — OWL

Rei specification files:
= Ontology — Instance — policy

= Rei ontologies:

= Policy — Meta policy — Entity — Deontic — Action — Constraint
— Analysis
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Conclusion and Future Work

We designed and implemented a behavior based
access control model for heterogeneous distributed
environments

The model satisfies the security requirements in the
healthcare domain

Evaluate the model in a real world case study

Improve the analysis and algorithms introduced for
different components of the architecture




